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Equality statement
The Surrey Heartlands’ CCGs aim to design and implement services, policies and
measures that meet the diverse needs of our service, population and workforce, ensuring
that none are placed at a disadvantage over others. We take into account the Human
Rights Act 1998 and promote equal opportunities for all. This document has been assessed
to ensure that no employee receives less favourable treatment on the protected
characteristics of their age, disability, sex (gender), gender reassignment, sexual
orientation, marriage and civil partnership, race, religion or belief, pregnancy and maternity.
Members of staff, volunteers or members of the public may request assistance with this
policy if they have particular needs. If the member of staff has language difficulties and
difficulty in understanding this policy, the use of an interpreter will be considered.
We embrace the four staff pledges in the NHS Constitution. This policy is consistent with
these pledges.
See next page for an Equality Analysis of this policy.
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Equality analysis
Equality analysis is a way of considering the effect on different groups protected from
discrimination by the Equality Act, such as people of different ages. There are two reasons
for this:
•

to consider if there are any unintended consequences for some groups

•

to consider if the policy will be fully effective for all target groups

Title of Policy:
Joint Risk Management Strategy and Policy

Policy Ref:
CORP02

Assessment conducted by (name, role):
Edwin Addis, Governance and Risk Manager

Start date for analysis: 01/09/19
Finish date: 11/09/19

Give a brief summary of the policy. Explain its aim.
This policy aims to explain the concepts, terminology and processes involved in risk
management.
Who is intended to benefit from this policy? Explain the aim of the policy as
applied to this group.
All staff involved in the management of risks.
1. Evidence considered. What data or other information have you used to evaluate if
this policy is likely to have a positive or an adverse impact upon protected groups
when implemented?
We have considered whether or not this policy would have any negative impact on
protected groups and concluded this was not the case.
2. Consultation. Give details of all consultation and engagement activities used to
inform the analysis of impact.
We have considered whether consultation was needed and concluded this was not the
case.
3. Analysis of impact
In the boxes below, identify any issues in the policy where equality characteristics
require consideration for either those abiding by the policy or those the policy is aimed
to benefit, based upon your research.
Are there any likely impacts for this group? Will this group be impacted differently by this
policy? Are these impacts negative or positive? What actions will be taken to mitigate
identified impacts?
a) People from different age groups (Age)
No
b) People with disabilities (Disability)
No
c) Men and women (Gender or Sex)
No
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d) Religious people or those with strongly help philosophical
No
beliefs (Religion or belief)
e) People from black and minority ethnic groups (Race)
No
f) People who have changed gender or who are transitioning to a
No
different gender (Gender reassignment)
g) Lesbians, gay men, bisexual people (Sexual orientation)
No
h) Women who are pregnant or on maternity leave (Pregnancy
No
and maternity)
i) People who are married or in a civil partnership (Marriage and
No
Civil Partnership)
j) Carers
No
If any negative or positive impacts were identified are they valid, legal and/or
justifiable? Please detail.
N/A
4. Monitoring- How will you review/monitor the impact and effectiveness of your
actions?
N/A
5. Sign off
Lead Officer:

Date approved:
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1.

Introduction and Policy Objective

Purpose of the strategy and policy
1.1

This strategy sets out Surrey Heartlands CCGs’ approach to strategic
management of risk and the supporting infrastructure which enables informed
management decisions in the identification, assessment, treatment and
monitoring of risk.

1.2

Surrey Heartlands CCGs are committed to making risk management a core
organisational, system-wide and collaborative process and believe that good risk
management will not only provide a safer environment, better care and ensure
safety of patients but will also help fulfil their corporate and shared objectives in the
short and longer term. They acknowledge that commissioning the delivery of health
services carries inherent risk; however, managing these risks effectively can bring
benefits and opportunities.

1.3

Surrey Heartlands CCGs also recognise the importance of involving local
stakeholders in their risk management processes and of working in partnership to
identify, prioritise and control shared risks. It is paramount that a culture of
openness and transparency is promoted and upheld so that risks can be effectively
managed.

1.4

The aim of this strategy is to establish and maintain a framework for risk
management which:
Integrates risk management across the CCGs and embeds practices into the dayto-day operation of the CCGs, ensuring sophisticated analysis of risk including
understanding interdependencies and impact of risks being realised. This ensures
that all Governing Body members and staff understand their risk management
responsibilities through training and development.
Sets out a process for monitoring, reporting and updating risks across the CCGs
based on best practice, national guidance and compliance with the Care Quality
Commission (CQC) Standard’s commissioner responsibilities.
Ensures that operational risk management system have the confidence of the Audit
Committees and provides assurance to the Head of Internal Audit in framing the
Annual Audit Opinion. This will assist the Governing Bodies in agreeing their
Annual Governance Statements1.

2.

Best Practice and Guidance

2.1

The Surrey Heartlands CCGs’ approach to risk management has been developed
in line with best practice and the following legislative and regulatory requirements:
•

1

NHSLA Risk Management Handbook, 2009/10

Mandated Department of Health and Social Care Annual Reporting processes as set out in the annually updated Manual of Accounts
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•

NHS England, The CCG Assurance Framework: 2014/15 Operational Guidance

•

The NHS Foundation CCG Code of Governance. London: Monitor (2006).

•

NHSLA Risk Management Standards for Acute CCGs Primary Care CCGs and
Independent Sector Providers of NHS Care 2009/10.

3.

Scope

3.1

This strategy and policy provides an overarching framework for the management of
risk within Surrey Heartlands CCGs to include Guildford and Waverley CCG, North
West Surrey CCG and Surrey Downs CCG.

3.2

It applies across all parts of the organisations and includes all staff, Governing Body
members and persons engaged in business on behalf of Surrey Heartlands CCGs,
including those employed by other organisations and/ or working on behalf of
Surrey Heartlands CCGs.

3.3

It covers risks identified at project, local and system-wide levels areas across all
levels of the CCGs’ activities.

4.

Definitions
Term

Explanation/ definition

Actions

Actions are a specific process that once completed, will help to
bring the risk down to target score and therefore within its
tolerance range. See section 6.7.

Accountable
Officer

Joint Accountable Officer of the Surrey Heartlands CCGs

Action owner

An owner of an action as assigned by the Risk Handler.

Appetite

Risk appetite can be defined as ‘the amount and type of risk that
an organisation is willing to take in order to meet their strategic
objectives.

Assurances

Assurances are where we can obtain demonstrable evidence
that our controls and systems are effectives. ‘Strong’
assurances would follow 3 lines of defence model. See section
6.6.

CCG

Clinical Commissioning Group

Commentary

Risk Commentary should be noted on the operational risk
management system which should reflect the ‘gap’ between
current and target scores. See section 6.8.

Consequence

The results should the risk materialise.
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Term

Explanation/ definition

Controls

Controls are measures or systems that are currently in place to
mitigate either the likelihood or consequence of a risk. See
section 6.6.

CQC

Care Quality Commission

CRR

Corporate Risk Register. See section 6.4.

Current score

The measurement in terms of likelihood and impact on a risk
after controls and assurances are considered to mitigate the
risk. See section 6.5.

Descriptor

A good risk descriptor talks about the likelihood and
consequence, e.g. if this happens, then this might happen. A
good risk description is important so there is clarity when a risk
is put forward for closure and under what conditions the risk can
be proposed for closure.

EPRR

Emergency Preparedness Resilience and Response

Gaps in
Assurances

Where there is not enough evidence or information to be able to
assess the risk and make effective judgments about risk
mitigation. See section 6.6.

Gaps in
Controls

Aspects of a risk that may be beyond the CCGs control. See
section 6.6.

GBAF

Governing Body Assurance Framework. See section 6.4.

HSE

Health and Safety Executive

ICP

Integrated Care Partnership

ICS

Integrated Care System

IG

Information Governance

Impact

A measurement of the effect the risk will have if it will
materialise.

Inherent Score Risk score is without any controls, actions or mitigations in place
and shows how dangerous the risk could be if not managed.
This does not change through the life of a risk. See section 6.5.
Likelihood

A measurement of the chance that a risk will materialise.

Mitigation

An action that will control a risk. See ‘T’ values’.

NHSE

NHS England

NPSA

National Patient Safety Agency

Objective

The context in which risks are assessed i.e. the CCG’s
corporate objectives

PCCC

Primary Care Commissioning Committee
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Term

Explanation/ definition

PCN

Primary Care Network

RIDDOR

Reporting of Injuries, Diseases and Dangerous Occurrences
Regulations 2013

Risk

Risk is the possibility that loss or harm will arise from a given
situation. This encompasses anything from the possibility of
injury to an individual, patient or member of staff, to anything
which impacts upon the CCGs’ ability to fulfil its aims and
objectives.

Risk Handler

See section 5.11.

Risk
Management
Process

Risk management is a corporate and systematic process for
identifying risks of any severity or scale, evaluating their
potential consequences, determining the most cost-effective
means of risk control and acting on this information. The
systematic application of management policies, procedures and
practices to the tasks of establishing the context, identifying and
analysing, evaluating, treating, monitoring and communicating
risk. It describes the culture, processes and structures that are
directed towards the effective management of potential
opportunities and adverse effects.

Risk Matrix

The tool used to as accurately as possible identify the
measurement of likelihood and consequence of the risk
identified.

Risk Owner

See section 5.11.

Risk registers The Risk Registers are a tool to capture and report on the risks
identified at Project, Committee or Corporate level. See section
6.4
Risk System
Champion

An individual with specialist knowledge in the operational risk
management system to assist Risk Handlers and owners on
operationally managing their risks. See section 5.12.

SHP

Surrey Heartlands Health and Care Partnership

Scoring

Three scores are recorded on the operational risk management
system: inherent, current and target. The CCGs use a 5x5
matrix (as in appendix 2) which gives equal weighting to
consequence and likelihood. See section 6.5.

Source of a
risk

Source of a risk would be where or how this risk has arisen

‘T’ values/ ‘4
Ts’

The Four T’s are four fundamental choices in relation to dealing
with individual risks and are designed to help to bring current
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Term

Explanation/ definition
scores within target range as defined by the appropriate
tolerance. See section 6.7.

Target score

The target score of the risk (based on appendix 3) and will
reflect the associated risk tolerance. See section 6.5.

Tolerance

Risk tolerance is about what an organisation can actually cope
with. Risk tolerance levels are linked to outcomes with each
level having a corresponding target score range which the risk’s
target score must fall within. See appendix 3.

5.

Roles and Responsibilities

5.1

Surrey Heartlands CCGs Governing Bodies
Ensure that the CCGs have:
•

an effective risk management strategy and policy to best support their key aims;

•

an effective risk management system in place; and

•

an adequate risk management capacity, i.e. risk team, systems in place and
staff training and development.

•

They will also agree the risk tolerance for the organisation.

Seek assurance that the risk management strategy and policy is working effectively
through their own activities, including development of systems and processes for
financial and organisational control, clinical and information governance and risk
management.
Receive regular reports on risk and using these registers, they will:
•

consider the risks on the Governing Body Assurance Framework (GBAF) and
assess how they have been identified, evaluated and managed;

•

assess the effectiveness of the related system of internal control in managing
the risks, having regard, in particular, to any significant failings or weakness in
internal control that have been reported;

•

have an informed consideration of risk which underpins the CCGs’
organisational strategy, decision making and allocation of resources;

•

consider whether necessary actions are being taken promptly to remedy any
significant failings or weaknesses;

•

consider whether the findings indicate a need for more extensive monitoring of
the system of internal control; and

•

escalate risks to the member practices as required.

The Governing Bodies will also be able to indicate the ‘scope’ of risks that they wish
to review alongside GBAF risks, for example, risks that have not changed in current
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score over a certain period of time, risks with a current score above a specified
threshold, risks that have increased in current score value since the last reporting
period etc.
The operation of Governing Bodies is underpinned by the following internal
controls:

5.2

•

Governing Bodies Assurance Framework (GBAF);

•

Corporate Risk Register (CRR);

•

Audit Committee (responsible for review of internal controls system and risk
management system through review of work of sub committees); and

•

Annual Governance Statement. (The Governing Bodies are required to
approve Annual Governance Statements2, for sign off by the Joint Accountable
Officer, which provides assurance that each part of the organisation is doing its
reasonable best to manage the CCGs’ affairs efficiently and effectively through
the implementation of internal controls to manage risk.)

Committees of the Governing Bodies
A key component of an effective GBAF is a clearly defined structure that makes
explicit the scheme of delegation and clearly identifies the line of reporting.
Appendix 1 shows the relationship with risks and the committee structure of each
Surrey Heartlands CCG.
The committees are responsible for:

5.3

•

Responsible for identifying, assessing and putting systems in place to mitigate
any risks to the achievement of corporate objectives and to ensure these are
managed through the Risk Registers.

•

Will demonstrate commitment to board assurance through their endorsements
and implementation of the GBAF, receiving regular updates as and when
appropriate.

•

Ensure that the terms of reference for the established committees reference the
requirement to consider risk and their mitigation and escalate as appropriate.

Joint Accountable Officer
Has overall accountability and responsibility for the management of risk across the
Surrey Heartlands CCGs and is responsible for:
•

Continually promoting risk management and demonstrating leadership,
involvement and support.

•

Ensuring an appropriate committee and reporting structure is in place to
manage risk.

•

Defining the duties of staff in relation to risk management.

•

Ensuring appropriate procedural documents are embedded.

2

part of the mandated Department of Health Annual Reporting processes as set out in the annually updated Department of Health
Manual of Accounts

Risk Management Strategy and Policy

Page 12 of 34

•
5.4

Ensuring that Complaints; Claims; and Health and Safety Management inform
the risk management process.

Joint Executive Team
Will review the risk registers ahead of Audit Committee and Governing Body
meetings but discharges the responsibilities for day-to-day operational
management of Surrey Heartlands CCGs’ risks
Will ensure organisation-wide coordination and prioritisation of risk management
issues. They will monitor in detail as often as required, individual high level risks
including action plans and controls. This also includes ensuring that relevant staff
within their organisation regularly attends risk training as specified by the Risk
Team.

5.5

Chief Finance Officer
Has delegated responsibility for financial risk management and will ensure:

5.6

•

There are arrangements in place to identify risks associated with finance and
performance, the mitigation measures necessary to control the risk and to
monitor these measures.

•

The effectiveness of the CCGs financial control systems.

•

The Audit Committees and internal audit effectively perform their roles in
assuring the CCGs system of internal control.

•

Robust Counter Fraud and Local Security Management arrangements are in
place.

•

Ensuring that there is appropriate review of the CCGs’ risk management
system via internal audit and that these are reported to the Audit Committee.

Executive Director of Quality
Has delegated responsibility for clinical and quality risk management including:

5.7

•

Ensuring that there are arrangements in place to identify, mitigate and monitor
risks associated with clinical care and treatment within the CCGs commissioned
services, this includes (but not exclusively), patient safety regarding
commissioned services in line with local and national legislation and guidance.

•

Managing and overseeing the performance management of serious incidents
reported by the providers of health services commissioned by the CCGs.

Executive Director of Communications and Corporate Affairs
Is the executive management lead for risk management with delegated
responsibility for ensuring that:
•

Risk management systems are in place throughout the CCGs;

•

risk registers present a balanced, accurate and representative reflection of the
risk profile of the organisation;
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5.8

•

relevant emergency planning related risks, including input from the Community
Risk Register, are identified through risk management processes in the
organisation’s risk register as required by the Civil Contingencies Act 20043;

•

the Governing Body and its committees receive reports on the risk registers;

•

timely and robust review of all risks takes place in line with the CCGs’
requirements; and

•

the Risk Management Strategy and Policy is updated on an annual basis and
approved by the CCG Governing Bodies.

Executive Director of Strategic Commissioning
Has delegated responsibility for risks relating to strategic commissioning and is
responsible for:
•

5.9

Ensuring there are arrangements in place to identify risks associated with
finance and performance, the mitigation measures necessary to control the risk
and to monitor these measures.

CCG Managing Directors
Responsible for identifying and managing risks relevant to their locality and relevant
local partnerships.
They are accountable for effective management of risk within their areas of
responsibility.

5.10

Deputy Directors and Associate Directors
Operationally responsible for ensuring effective structures and systems for
managing risks exist within their teams, departments and functional areas and for
taking this policy into consideration in all areas of subsequent delegation and line
management.

5.11

Risk Owners and Handlers
Risk Owners are accountable for the effective management of risk within their area
of responsibility, ensuring that they are regularly reviewed and updated. They
should delegate a senior member of staff to ensure that all their owned risks are
reviewed and approved in the event of their absence.
Where a Risk Owner is not an Executive Director, they are responsible for
maintaining oversight of risks and must advise the relevant Executive Director of
any significant change to risks between cycles who will determine which
committees will require an exception risk report having considered the causes and
implications of any change in the risk rating.
Risk Handlers are responsible for identifying, assessing and mitigating risk and
entering these onto the risk management system (Datix). They must ensure the
monitoring of any identified and appropriate risk management control measures
within their designated areas and scope of responsibility. In situations where high
risks have been identified and where local control measures are considered

3

The Surrey Community Risk Register takes into account risk identified in the National Risk Register that is owned by the Cabinet Office.
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inadequate, Risk Handlers are responsible for bringing these risks to the attention
of the Risk Owner.
Risk Owners and Handlers must be of an appropriate level as stated below to
ensure the appropriate level of management and oversight:
Risk Type

Owner

Handler

GBAF

Executive Director or Deputy
Director*

At least at Associate Director
level or Head of Service*

CRR

Executive Director, Deputy
Director or Associate Director

Nominated person within the
team

Project

Project Sponsor

Project Lead

* The risk owner or handler can nominate a member of their team with access to Datix to update a
risk on their behalf provided that they attach a written permission.
It is recommended that different members of staff are allocated as the Handler and
Owner for risks to ensure an additional level of oversight. However, in exceptional
circumstances it is acknowledged that this may not be possible for project risks, for
example the Project Sponsor may also be the Lead.
Risk Owners and Handlers must regularly attend risk training as specified by the
Risk Team.
5.12

Datix Champions
A Datix Champion has been identified within each Team or Department by the
appropriate senior manager. The Datix Champion will:

5.13

•

Receive additional specialist training on the operation risk management system;

•

Support the relevant Risk Handlers in reviewing and updating risks;

•

Be a point of contact where required between the Risk Manager and their team;
and

•

Support their team/ directorate in reviewing their relevant risks at team
meetings as required, including providing risk registers from the system for
discussion.

All Staff
Have an individual responsibility for:
•

Co-operating with managers in order to achieve the objectives of this policy and
are accountable for their own working practice and behaviour. This is implicit in
all contracts of employment.

•

Identifying risks within their area of work and taking appropriate action to
assess and manage such risks and/ or report them to their line manager.

•

Contractors, voluntary and agency staff working for the CCG should ensure that
any risks they identify are communicated to their relevant contract relationship
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manager who must then assess any risk that has been identified or reported to
them and take action to mitigate where necessary.

5.14

•

Maintaining safe working practices (in the case of clinical staff this requirement
includes safe clinical practice in diagnosis and treatment).

•

Being aware of their duty under legislation to take reasonable care of their own
safety, the safety of others and of any emergency procedures relevant to their
role and place of work, e.g. resuscitation, evacuation and fire precaution
procedures.

•

Attending training and development events to ensure a full understanding of
their risk management responsibilities. Line managers are to provide adequate
opportunities for staff attendance at risk management training programmes, and
effectiveness of risk management in appraisals.

Managers responsible for Contracts and Procurement
Ensuring that services commissioned by the CCGs are in line with best practice and
national guidance and ensuring that assurance is provided to the CCGs on services
commissioned.
Ensuring risk assessments are conducted when awarding contracts for services
and that risks and plans to mitigate them are assessed during the tender process.
Providers must give adequate assurance that they manage risk appropriately.
Responsible for risks around procurement compliance.

5.15

Risk Management Team
Act as administrators for the operational risk management system and provide
expert advice and training to staff and the CCGs on the operational risk
management system, linking in to the wider governance aims and ambitions of the
CCGs.

5.16

Health and Safety
Health and Safety input is co-ordinated through the Head of Emergency
Preparedness, Resilience and Response, Facilities Management and Business
Support. The CCGs will source specialist support and advice regarding Health and
Safety risks as required.

5.17

Commissioning support for hosted services
CCGs may host services on behalf of other organisations; e.g. Individual Funding
Requests (IFR), Continuing Health Care (CHC), Medicines Management. CCGs
will use disputes procedures if there are issues with agreeing the level or impact of
risk in any given situation with services provided to include on their risk register
which is mutually acceptable.

5.18

Partnership working and governance between organisations
The CCGs work closely with key stakeholders around areas of identified risk and
there are a number of joint structures that exist between agencies. It is often at the
interface between organisations that the highest risks exist and clarity about
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responsibilities and accountabilities for those risks are most difficult to ascertain.
Only by working closely and collaboratively with a wide range of partner
organisations can these risks be identified and properly managed.
Given the collaborative and complex nature of commissioning, with lead and
associate commissioner roles for specific areas, the CCGs will endeavour to involve
partner organisations in all aspects of risk management as appropriate. Risk
Handlers and Owners need to ensure that any risks identified are shared and noted
on risk registers of all organisations with a stakeholder interest or impact. The
Partnership Lead will take responsibility for ensuring that relevant risks are
identified and follow the risk management process (see section 6). The operational
risk management system will provide a platform to identify risks as being Surrey
Heartlands CCG-wide or only relating to one CCG. This should be reviewed in line
with the risk management process.

6.

Procedure - Process and approach to Risk Management

6.1

This widely accepted model provides a generic approach for identifying, prioritising
and dealing with risks in any situation – whether at local or corporate level. There
are 6 stages to managing risk in this model (see below).

Step 1- Identify
Risk

Step 2Analyse/ Score
Step 5Monitoring &

Step 6Communicate
Step 3- Assess
Risks

Step 4- Take
Action

6.2

At the core of the risk management process is the CCGs’ operational risk
management system. This is the repository for all risk information and the
management tool through which risk registers are produced to enable the
organisation to understand its comprehensive risk profile.

6.3

Each stage of the risk management process should be documented by Risk
Handlers on the operational risk management system in order to:
•

Demonstrate the process is conducted properly;

•

Provide evidence of systematic approach;

•

Provide a record of risk and to develop the CCGs’ knowledge of risk;

•

Provide relevant decision makers with a risk management plan for approval;
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•

Provide an accountability mechanism and tool;

•

Facilitate review and monitoring;

•

Provide an audit trail; and

•

Share and communicate information.

6.4 Step 1- Identify Risk
•

Risk identification sets out to identify the exposure to uncertainty and should be
approached in a methodical way to ensure that all significant activities within the
CCGs have been identified and the risks flowing from these activities defined.

•

Risks can be identified from a variety of sources, including those below outlining
sources for potential risk identification. This may include:
o Internal, external, past and future
o Simple trigger lists
o Objectives, targets and plans
o Standards frameworks (NHS Resolution, Essential Standards of Quality and
Safety)
o Professional guidance
o Care guidelines and standards
o Process mapping, patient journey, care pathway
o Literature
o Own experience and knowledge
o Complaints
o Incidents

•

The risk should be described so that anyone reading the description can understand
it and should be framed in a way that clearly defines the cause and the effect, e.g.
‘If…then…’. The source of the risk should also be identified on the operational risk
management system, i.e. where the risk has arisen from.

•

Risks should also be identified in the context of joint working across Surrey
Heartlands and the risk management systems will provide an opportunity for risks to
be identified as being Surrey Heartlands CCG-wide or relating to a specific CCG.
These can either be GBAF or CRR risks.

•

The Risk Handler should identify whether the risk should be noted on the GBAF, the
CRR or whether the risk relates to a project/ programme
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System

Risk to the
organisations’
functions/
strategic risks
are noted on
the Governing
Body
Assurance
Framework
(GBAF).

• The GBAF is a report to the Governing Body about
the effectiveness of the organisation’s system of
internal control and will form the key document for
the Governing Body in ensuring all significant risks
are controlled, that the effectiveness of these key
controls has been assured and that there is sufficient
evidence to support the Annual Governance
Statement.
• The GBAF includes risks that will be normally pan
year, i.e. unlikely to be closed in year (although not
all GBAF will be pan-year).
• GBAF risks may have ‘component’ CRR risks sitting
underneath on the CRR.
• GBAF risks are reported to the Governing Bodies
and other Governing Bodies Committees as
appropriate.

Local

• GBAF risks can only be closed with the approval of
the relevant Audit Committee (subject to the target
score being reached and all associated actions
marked as closed).
Operational
risks are
noted on the
Corporate
Risk Register
(CRR).

• The CRR is a vehicle for risks to be captured and
reported. These risks affect the day-to-day business
of the CCGs and are more likely to close in year.
• These risks should be primarily managed by the
Joint Executive Team but are reported to Governing
Body, by exception, if they have a current score of
15 or above. All CRR risks are reported to Audit
Committees.
• CRR risks can be closed subsequent to local control
by the Risk Owner (subject to the target score being
reached and all associated actions complete).

Project

Programme/
Project risks

• Programme /Project risks are the subject of local risk
registers and managed within the programme or
project framework.
• These are not routinely reported on the GBAF or
CRR but are escalated as appropriate either through
the Joint Executive Team, relevant Committee with
the remit for monitoring and assurance or through
the relevant programme board.
• Projects relating to a particular team would also fall
in to this category.
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•

How do GBAF and CRR risks relate to each other?
o Risks on the GBAF will have a more overarching significance than the more
operational risks that sit on the CRR. Therefore, if the current score of a risk
on the CRR changes, a review of the related GBAF risk, if applicable, will be
undertaken by the Risk Handler. This may affect the current score of the
GBAF risk and should be reflected in the risk commentary.
o Risk Handlers and Owners should examine risk holistically and understand
that a change in rating of one risk, may impact on another. Any impact should
be recorded and reflected accordingly.
o An increase or decrease in risk score above or below a certain threshold would
not mean a change in risk type. For example, there may be risks on the GBAF
with scores below 10. Likewise, there may be risks on the CRR with a score
above 15.

•

The Risk Handlers should undertake an equality impact assessment to identify if the
risk impacts on any of the protected characteristics.

6.5 Step 2- Analyse/ Score Risks
•

Surrey Heartlands CCGs use the NPSA (National Patient Safety Agency) 5x5 risk
grading matrix (see appendix 2) giving equal weighting to both the consequence
and the likelihood of the risk. This risk tool provides both a qualitative and
quantitative analysis of the risk and is used to assess the severity of the risk for all
events.

•

When a risk is first assessed, the following risk scores are recorded on the
operational risk management system:
Inherent score

Current score

Target score

Risk without any
controls or
mitigations.

Risk with controls applied and
planned actions.

The target score of the
risk and will reflect the
associated risk
tolerance.

In many cases, there will be
This does not
existing controls already in place
change and shows which reduce the likelihood of
how dangerous a risks, such as policies and
risk might be
procedures, monitoring and
without mitigating reporting mechanisms and audits.
actions or controls This is updated when controls or
implemented.
mitigations change.

•

When a risk reaches
target score, it is
expected that it be put
forward for closure
(provided that all actions
have been completed).

The target rating will be based on the risk appetite. This can be described as the
amount and type of risk that an organisation is willing to take in order to meet its
strategic objectives (see appendix 3).
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•

If there is a gap between the current and target rating, it is expected that actions
will be specified with a view to closing the gap between the current and target
ratings. These actions should specify who is carrying out the action and by when it
is intended to be completed.

•

If a risk has met its target score and all associated actions are marked as closed,
the risk can either be recommended for closure by Audit Committee if noted on the
GBAF or closed locally by the Risk Owner if noted on CRR. If a risk has met its
target score but cannot be closed, the commentary should reflect this position and
explain the reasons for the risk not being recommended for closure. Any closed
risks will be noted on the next relevant risk report.

•

The rating of risks enables them to be prioritised and ensures that risks are brought
to the attention of the most appropriate staff, i.e. the highest risks are notified at the
most senior management level.

•

Reducing a risk may have an adverse impact on another aspect of the CCGs’
business, prevent the taking up of an important opportunity or stifle innovation.
The risk prioritisation must consider these broader considerations. For this reason,
the responsibility for prioritising risks lies at Governing Body, committee and
executive level.

6.6 Step 3- Assess Risks
•

An agreed risk is one which has been accepted after proper evaluation and is one
where appropriate controls have been implemented. For a risk to be identified it will
be:
o Identified and entered on the operational risk management systems;
o analysed in the context of the current controls in place;
o an expected date for target score to be reached;
o escalated to the appropriate level of management for action; and
o actions planned recorded to reduce the risk and then kept under review.

Controls and gaps in controls
•

Controls are measures or systems that are currently in place to mitigate either the
likelihood or consequence of risk. These can be seen as documents, such as
policies, plans, terms of reference, or guidelines. In other words, things that you
might use and work to on a day-to-day basis.

•

As an example, a well phrased control will not only state what is in place, but when it
was approved and by whom.

•

Gaps in controls, or in other words what more can be done to mitigate the risk,
should also be recorded on the operational risk management system.

•

The effectiveness of controls should reflect not just their ability to manage a risk but
also their actual effectiveness in terms of their consistent, complete, reliable and
timely operation. An effectiveness rating for controls will be recorded on the
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operational risk management system. The effectiveness of controls will be assessed
by Risk Owners reviewing the input from handlers and periodically reviewing the
effectiveness of controls over time.
Assurances and gaps in assurances
•

The ‘three lines of defence’ model will be adopted to assess the nature of
assurances and to identify any gaps (see section 3.6.1).

•

Any gaps in assurances should also be identified, i.e. what more evidence do we
need that systems and process in place are effective. For example, no 3rd line of
defence assurances. Associated actions may aim to fill any gaps.

6.7 Step 4 - Take Action
•

The most appropriate treatment option will be selected for the management of
each risk using the ‘Four Ts’ methodology, The Four T’s are four fundamental
choices in relation to dealing with individual risks and are designed to help to
bring current scores within target range as defined by the appropriate tolerance
(see appendix 3).

•

The ‘T’ choice will be recorded on the operational risk management system by the
Risk Handler and reviewed and approved by the risk.
‘T’ choice
Treat

Definition
• Treat (or in other words mitigate) is in practice the most
common response, achieved by taking action to reduce
either the consequence or likelihood of the risk.
• This enables the organisation to continue with the activity/
objective but with controls and actions in place to maintain
the risk at an acceptable level.

Transfer

• This option is normally taken to transfer a financial risk or
pass the risk to an insurer.
• Although there is also the opportunity to agree to transfer
risks to a partner organisation in a joint project, it is important
that all parties are clear to the exact extent of each partner’s
liability and responsibility for the risk.

Tolerate

• It may be appropriate to tolerate the risk without any further
action for example due to either a limited ability to mitigate
the risk or the cost of mitigation may be disproportionate to
the benefit gained.
• The decision to tolerate would ideally be supported by a
contingency plan to prevent the risk escalating.
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• The risk may reach a “tolerate” level having been “treated”
through an action plan that identifies a target risk score.
• If the risk cannot be tolerated, the Risk Owner must identify a
target risk score and set out the actions that will be taken to
achieve the agreed level of tolerance.
Terminate

• Some risks can only be managed by terminating the activity.
However, the capacity to address risks in the NHS in this
way is limited (although it may apply to some projects that
are no longer considered viable due to the resources
required to manage the risks being disproportionate to the
potential outcomes or benefits). An example would be
terminating a contract that is unsafe or unsustainable.
• The decision to terminate may close the original risk but may
mean that other more manageable or strategically
acceptable risks have to then be described and managed in
the short-term.

•

It may be that more than one option could be applied to a risk to reduce its score;
however, the Risk Owner will decide which approach is taken.

•

The approach taken will be recorded on the relevant risk register and the risk’s
controls will follow this approach.

Actions
•

Once the options have been considered and the most appropriate way forward
identified, a risk action plan will be drawn up with the aim to bring the risk score
down to meet target level.

•

Actions are a specific process that once completed, will help to bring the risk down
to target score and therefore within its tolerance range and will be recorded on the
operational risk management system and implemented along with an action owner
identified with a deadline for completion.

•

Once actions have been completed, they may be assigned as controls and will be
assessed for their effectiveness.

6.8 Step 5- Monitoring & Reviewing Risks
•

All risks, including development of controls and completion of actions, will be
reviewed at least bi-monthly and reported in line with the cycle of meetings for the
committees and Governing Bodies. Risk cycles will be set by the Risk Team and
Risk Handlers and Owners will be required to review and approve their risk(s) by the
given deadline. This will enable the preparation of risk reports to meet committee
deadlines.

•

Where the current risk remains outside the risk tolerance set by the Governing
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Body, the risk management process will be repeated until the risk is either
eliminated or reduced to an acceptable level (see appendix 3). This does not
detract from the responsibility of directorates to continually assess, manage and
mitigate their risks and ensure that the process of escalating any issues to Joint
Executive Team is followed to ensure that key persons are informed and involved
appropriately and that the organisation is maintaining good risk management
practices.
•

Reporting of complaints/ patient experience and incidents (including information
governance) will be reported through delegated authority from Governing Bodies to
the Quality Committees. An annual complaints report will also be presented to the
Governing Bodies.

•

The Audit Committees may review specific risks through a deep dive report over a
given timeline to track progress of risks and in doing so whether controls have had
the outcome that was intended.

Risk Commentary
•

Alongside each risk review, commentary should be noted on the operational risk
management system which should reflect the ‘gap’ between current and target scores.

•

The commentary should include:
o A summary of the ‘risk trend’, e.g. if the risk score has increased, decreased or
remained the same since last reporting cycle and reasons for this;
o How effective the current controls and assurances in place are;
o What more can be done to bring the current score down to target through future
work planned, i.e. the ‘journey’ that the risk still has to go on to reach its target
score;
o Future work/ actions planned; and
o If the risk target score is out of appetite, then rationale for this.

Risk statuses
•

During review, the risk status should be reviewed and categorised as follows. A risk
may not occupy all these statuses in sequence, nor may it occupy every status
during a risk cycle.
Risk Status

Action/ definition

In holding area,
awaiting review

Risk has been logged on the operational risk management
system.

Approved by
owner

Risk has been reviewed and approved by the Risk Owner.

Proposed for
closure

Once risk has met its target score and all actions are
closed, Risk Handler can put the risk forward for closure.

Closed

When a risk is approved for closure.
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Rejected

Occasionally a risk may be added to the system
erroneously, e.g. if it is a duplicate risk, is an issue etc.

Closure of risks
•

If after review a risk has met the target score and all associated actions have been
closed, then the risk can be put forward for closure.

•

The Risk Handler should indicate if a risk should be proposed for closure on the
operational risk management system, which the Risk Owner should review.

•

If the Risk Owner is in agreement, the risk commentary should reflect why the risk
can be closed to provide assurance to the relevant committee(s) and Governing
Bodies.

•

They should then actioned as follows:
Risk type

Closure

GBAF

• GBAF risks can be proposed for closure by the Risk Owner
and approved by the Audit Committee at the next meeting.
• Once in agreement, the risk can then be noted as closed on
the operational risk management system, noting Audit
Committee approval.
• These risks will be noted at the next Governing Body meeting
as having closed since the last meeting subject to Audit
Committee agreement.

CRR

• Risks noted on the CRR can be closed subject to local control
by the Risk Owner and should be marked as such on the
operational risk management system.
• However, the closure of these risks would be noted at the next
Audit Committee meeting and Governing Body meeting as
having closed since the last meeting.

Project/
Programme

• Project risks can be closed subject to local control by the Risk
Owner and should be marked as such on the operational risk
management system.

•

It may be that in exceptional circumstances a risk has met target score but is not yet
being proposed for closure. In these cases, the risk commentary should reflect why
the risk is not being put forward for closure and what controls or mitigations need to
be in place for it to be closed.

•

Alternatively, in exceptional circumstances a risk may be put forward for closure
before it has met target score, for example, if a risk has been realised earlier than
expected. In these situations, the risk commentary must reflect the circumstances
by which this risk should be closed prior to it having reached target score. Following
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this risk having been realised, it may be that additional new risks should be raised to
reflect the change in situation; if so, the risk commentary should reference these
new risks.

6.9 Step 6- Communicate & Consult
•

Effective implementation of the strategy requires staff to be both aware of Surrey
Heartlands CCGs’ approach to risk management and to be clear about their roles
and responsibilities within the process.

•

Specific training in risk management will be provided for the Governing Bodies at
least every two years.

•

Focused training will be provided to teams and groups of staff which could include
workshops.

•

Specific training will be provided to Risk Owners and Handlers in the use of the
CCGs’ operational risk management systems and the wider principles of risk
management and how they are applied within the CCGs.

•

Support and guidance will be given to all staff to implement the strategy. To support
the implementation of the strategy, risk management must be incorporated into the
performance objectives for all staff on an annual basis and part of the induction
programme for all new staff.

7.

Monitoring and review of effectiveness

7.1

This Strategy and Policy will be available to all staff, the public and other
stakeholders on the Surrey Heartlands CCGs’ websites and will be communicated
to all staff.

7.2

Please see Appendix 1 for Joint Governance and Committees in Common
arrangements for Surrey Heartlands CCGs.

7.3

Review of the policy
The Audit Committees may include reviewing the effectiveness of the strategy as a
part of the internal audit plan.
This Strategy and Policy will be reviewed annually by the Audit Committees and
approved by the Governing Bodies and more frequently where circumstances
demand, e.g. when procedural, legislative or best practice changes arise.

8.
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9.

Appendix 1: Governance arrangements for Surrey Heartlands CCGs
Under Review
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10.

Appendix 2: Risk Matrix & Scoring Methodology

These tables have been taken from the National Patient Safety Agency 4 and have been adapted for Surrey Heartlands CCGs’ use.
Table 1: Consequence (C) score (severity levels) and examples of descriptors
Domains
Impact on the
safety of
patients, staff
or public
(physical/

1 Negligible
Minimal injury
requiring no/
minimal
intervention or
treatment.

psychological No time off work
harm)

2 Minor
3 Moderate
Minor injury or illness,
Moderate injury requiring
requiring minor intervention professional intervention

4 Major
Major injury leading to longterm incapacity/ disability

Requiring time off work for Requiring time off work for 4-14 days
>3 days
Increase in length of hospital stay by
Increase in length of
4-15 days
hospital stay by 1-3 days
RIDDOR/ agency reportable incident

Requiring time off work for
>14 days

An event which impacts on a small
number of patients
Quality/
complaints/
audit

Peripheral
element of
treatment or
service
suboptimal

Informal
complaint/
inquiry

Human
resources/
organisational
development/
staffing/
competence

4

Overall treatment or
service suboptimal
Formal complaint stage 1
Local resolution
Single failure to meet
internal standards

Mismanagement of patient
care with long-term effects

Treatment or service has significantly Non-compliance with national
reduced effectiveness
standards with significant risk
to patients if unresolved
Formal complaint stage 2
Multiple complaints/
Local resolution (with potential to go independent review
to independent review)
Low performance rating
Repeated failure to meet internal
standards
Critical report

Totally unacceptable level or quality of
treatment/ service

Late delivery of key objective/ service Uncertain delivery of key
due to lack of staff
objective/ service due to lack
of staff
Unsafe staffing level or competence
(>1 day)
Unsafe staffing level or
competence (>5 days)
Low staff morale
Loss of key staff
Poor staff attendance for
mandatory/key training
Very low staff morale

Non-delivery of key objective/ service
due to lack of staff

http://www.npsa.nhs.uk/nrls/improvingpatientsafety/patient-safety-tools-and-guidance/risk-assessment-guides/risk-matrix-for-risk-managers/
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Multiple permanent injuries or
irreversible health effects

An event which impacts on a large
Increase in length of hospital number of patients
stay by >15 days

Minor implications for
patient safety if unresolved Major patient safety implications if
findings are not acted on
Reduced performance
rating if unresolved

Short-term low
Low staffing level that
staffing level that reduces the service quality
temporarily
reduces service
quality (< 1 day)

5 Catastrophic
Incident leading to death
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Gross failure of patient safety if
findings not acted on
Inquest/ ombudsman inquiry
Gross failure to meet national
standards

Ongoing unsafe staffing levels or
competence
Loss of several key staff
No staff attending mandatory training
/key training on an ongoing basis

Domains

1 Negligible

2 Minor

Statutory
duty/
inspections

No or minimal
impact or breach
of guidance/
statutory duty

Breach of statutory
legislation

Adverse
publicity/
reputation

Rumours

Local media coverage –
short-term reduction in
public confidence

Potential for
public concern

Reduced performance
rating if unresolved

3 Moderate

4 Major
5 Catastrophic
No staff attending mandatory/
key training

Single breach in statutory duty

Enforcement action

Challenging external
recommendations/ improvement
notice

Multiple breaches in statutory Prosecution
duty
Complete systems change required
Improvement notices
Zero performance rating
Low performance rating
Severely critical report
Critical report

Local media coverage –

National media coverage with National media coverage with >3 days
<3 days service well below
service well below reasonable public
reasonable public expectation expectation. MP concerned
(questions in the House)

long-term reduction in public
confidence

Elements of public
expectation not being met

Total loss of public confidence

Business
Projects/
Objectives

Insignificant cost <5 per cent over project
increase/
budget
schedule slippage
Schedule slippage
Key ‘political’
Key ‘political’ target is
target is being
being achieved but impact
achieved and
impact prevents reduces performance
marginally below target in
improvement
the near future or
performance currently on
target, but there is no
agreed plan to meet the
target

5–10 per cent over project budget

Finance
including
claims

Small loss Risk of Loss of 0.1–0.25 per cent
claim remote
of budget

Loss of 0.25–0.5 per cent of budget

Claim less than £10,000

Non-compliance with national Incident leading >25 per cent over
10–25 per cent over project
project budget
Schedule slippage
budget
Schedule slippage
Key ‘political’ goal is marginally below Schedule slippage
target or is soon projected to
Key objectives not met
deteriorate beyond acceptable limits Key ‘political’ target not being
or there is an agreed plan but it does achieved and impact prevents Key ‘political’ target is not being
not yet meet the rising target
improvement, or substantial achieved and the impact further
decline in performance trend deteriorates the position

Claim(s) between £10,000 and
£100,000

Uncertain delivery of key
Non-delivery of key objective/ Loss of
objective/ Loss of 0.5–1.0 per >1 per cent of budget
cent of budget
Failure to meet specification/ slippage
Claim(s) between £100,000
Loss of contract/ payment by results
and £1 million
Purchasers failing to pay on Claim(s) >£1 million
time
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Domains
Service/
business
interruption
Environmental
impact

1 Negligible
2 Minor
Loss/ interruption Loss/ interruption of >8
of >1 hour
hours
Minimal or no
impact on the
environment

3 Moderate
Loss/ interruption of >1 day

4 Major
5 Catastrophic
Loss/ interruption of >1 week Permanent loss of service or facility

Moderate impact on environment

Major impact on environment Catastrophic impact on environment

Minor impact on
environment

Table 2: Likelihood score (L)
What is the likelihood of the consequence occurring?
The frequency-based score is appropriate in most circumstances and is easier to identify. It should be used whenever it is possible to identify a frequency.
Likelihood
score
Frequency
How often
might it/ does it
happen

1 Rare

2 Unlikely

3 Possible

4 Likely

5 Almost certain

This will
probably never
happen/ recur

Do not expect it to happen/
recur but it is possible it may
do so

Might happen or recur
occasionally

Will probably happen/ recur Will undoubtedly happen/ recur,
but it is not a persisting
possibly frequently
issue

Table 3: Risk scoring = consequence x likelihood (C x L )

Consequence score

Likelihood score

1

Rare

2

Unlikely

3

Possible

4 Likely

5 Almost certain

5 Catastrophic

5

10

15

20

25

4 Major

4

8

12

16

20

3 Moderate

3

6

9

12

15

2 Minor

2

4

6

8

10

1 Negligible

1

2

3

4

5

For grading risk, the scores obtained from the risk matrix are assigned grades as follows
1-4
5-8
9 - 12
15 - 25

Low risk
Moderate risk
High risk
Significant risk

Risk Management Strategy and Policy

Page 30 of 34

11.

Appendix 3: Risk Appetite and target scores

11.1

This risk appetite (table 4) shows the amount (tolerance) and type of risk that the
CCGs are willing to take in order to meet its strategic objectives and what the
expected target score range would be for that particular type of risk.

11.2

As an example, the organisation would have a low tolerance for any risk that may
affect safe patient care. Therefore, the expected target range would be between 1
and 4.

Table 4 Risk appetite and target scores
Risk level

Supporting what outcomes?

Expected
target score
range:

Low risk
tolerance

•
•
•
•
•
•
•

Mitigation of unsafe services
Safe patient care
Serious incident avoidance
Long-term financial sustainability
Health and Safety
Maintenance of critical systems
Nationally defined expectations or regulatory
compliance
• Continued confidence of the public in the CCG

1-4

Moderate risk
tolerance

•
•
•
•

5-8

High risk
tolerance

• Maintenance of non-critical systems
• Decision making processes that may require
reputation management
• Effective management of delegated functions

9- 12

Significant risk
tolerance

• Taking carefully described financial and clinical
risks for long term benefit

15-20

Stakeholder collaboration
In-year financial balance
Good workforce strategy and organisational change
Patient safety awaiting or following national
direction
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12.

Appendix 4: Procedural Document Checklist for Approval

Title of document being reviewed:

Yes/No/
Unsure

A

Is there a sponsoring director?

Yes

1.

Title
Is the title clear and unambiguous?

Yes
Yes

2.

Is it clear whether the document is a guideline,
policy, protocol or standard?
Rationale

Yes

3.

Are reasons for development of the document
stated?
Development Process
Do you feel a reasonable attempt has been made to
ensure relevant expertise has been used?
Is there evidence of consultation with stakeholders
and users?

4.

5.

Comments/
Details

Yes
Yes

Through
training

Content
Is the objective of the document clear?

Yes

Is the target group clear and unambiguous?

Yes

Are the intended outcomes described?

Yes

Evidence Base
Is the type of evidence to support the document
identified explicitly?
Are key references cited?

Yes
Yes

6.

Approval
Yes

7.

Does the document identify which committee/group
will approve it?
Dissemination and Implementation

Yes

See section 6.9

8.

Is there an outline/plan to identify how the document
will be disseminated and implemented amongst the
target group? Please provide details.
Process for Monitoring Compliance

Yes

Regular reporting
in line with
agreed risk
cycle.

9.

Have specific, measurable, achievable, realistic and
time-specific standards been detailed to monitor
compliance with the document? Complete
Compliance & Audit Table.
Review Date

Yes

Sep 2020

Is the review date identified?
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Title of document being reviewed:

Yes/No/
Unsure

Comments/
Details

10. Overall Responsibility for the Document
Is it clear who will be responsible for implementing
and reviewing the documentation i.e. who is the
document owner?
Director Approval

Yes

Risk Team

On approval, please sign and date it and forward to the chair of the committee/group
where it will receive final approval.
Name

Elaine Newton

Date

Signature
Committee Approval
On approval, Chair to sign and date.
Name

Date

Signature
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13.

Appendix 5: Compliance and Audit Table

Criteria
All risks are
required to be
reviewed on the
risk management
system.

Measurable

Frequency

Reporting to

Action Plan/
Monitoring

In line with
agreed risk
cycle

Every two
months

Audit
Committees
in Common

Risk reports
and internal
audit.
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